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Abstract
These are notes based on discussions at DIMACS in May 2008.

1 Dining Cryptographers

Figures 1, 2, and 3 describe the master process, the signature and state set of
a cryptographer, and the transition relation of a cryptographer, respectively.
In the definitions above, each action name is a task. Thus, one of the tasks
is {pay;(T), pay;(F)}.

From the discussion about the correctness of Dining Cryptographers we
ended up with the following informal formulation of correctness: for every
scheduler o and every observation o of player 0, p,(M;1]|Co||C1]C2)(0) =
te(Ma2]|Col|C1|C2)(0), where with the notation pu,(M;q||Col|C1]|C2)(0) we
mean the probability of o in the probabilistic execution of M;||Cyl|Cy]|C2
induced by o. In other words, for every scheduler ¢ cryptographer 0 has
no way to distinguish the situation in which cryptographer 1 is paying from
the situation in which cryptographer 2 is paying. The scheduler has to be
restricted in power, and we reached the conclusion that according to the def-
inition given in the CONCUR paper of Chatzikokolakis and Palamidessi [3]
using task schedulers should be ok.

We take this definition for granted, given that we derived it from the
CONCUR paper mentioned above. However, we will need to see whether
there are alternative definitions (e.g., by exchanging quantifications) that
are equivalent or more interesting.

An observation of a cryptographer should be seen as the actual execution
performed by the cryptographer. Thus, in the framework of task PIOAs, we
can reformulate the correctness condition as follows: let P;, i € {0, 1,2}, be
M;|[Col|C1]|C2. Then,
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Signature:
Input:

Output:
payi(c),c € {T7 F},Z € {07 17 2}

Internal:
Tasks:

choose__culprit = {choose_culprito,
choose_culpriti, choose_culprits }

Task Distributions:
2 i
Zi:() T'i Ochoose_culprit=i

State:
tell_crypto, € {L,T,F}, i€ {0,1,2} — {n}, initially F’
tell_crypto, € {L,T, F}, initially T’

Transitions:
Output pay,(c)
Precondition:
tell_crypto;, = ¢
Effect:
tell_crypto, := L

Figure 1: The Master automaton that chooses the culprit
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Signature:
Input:
pay;(c), € {T, F}
coini—1(c),c € {T, F'}
announce;(c),j € {0,1,2} — {i},c € {T, F}
Output:
coini(c),c € {T, F}
announce;i(c),c € {T, F}
Internal:
flip;
State:
leoin € {L,T, F'} initially L
ncoin € {L, T, F} initially L
compare; € {1, T, F'},j € {0,1,2} initially |
payer € { L, T, F'} initially L
coin-sent € {T, F'} initially F'
announced € {T, F'} initially F

Figure 2: The signature and state set of cryptographer

Vp ppy,p[Co = ppy,p[Co- (1)

Actually, to be more precise, we should do the same operation for each
cryptographer, so we should write the same formula for C; and Co. We omit
this for the moment.

Now we would like to use simulation relations to prove the equality above.
Thus, we want to find a simulation relation from P; to Ps and vice versa
that implies the equality above. In particular, given that the scheduler must
be the same in both probabilistic executions. This seems to be achievable
by requiring the map ¢ from tasks of the implementation to sequences of
tasks of the specification to be the identity.

Observe first that we can rewrite the correctness equation as

Vp 1py »1Co = ppy [ Co, (2)

where P/ is defined as Hide4,(P;) and Ay is the set of actions that are not
external in Cp.

We can prove a theorem of this style: Equation (2) is true if all actions
of Cp are external and we can find a simulation relation from Pj to P} and



Transitions:
Input pay;,(c)
Effect:

payer = ¢

Input coin;_1(c)
Effect:
ncoin = ¢
if lcoin # L then compare; = lcoin & c

Input announce;(c)
Effect:

comparej =C

Internal flip;

Precondition:
lcoin = L
Effect:

leoin :=g {T, F}
if ncoin # L then compare; = lcoin & c

Output coin;(c)
Precondition:
coin-sent = F
lcoin = ¢
Effect:
coin-sent ;=T

Output announce;(c)

Precondition:
announced = F
payer # L
¢ = compare; ® payer
Effect:

announced =T

Figure 3: The transition relation of cryptographer i



vice versa that is the identity on Cp and such that the task map c is the
identity. In practice we need to externalize also actions flip,, which is not a
problem, though.

The simulation essentially should be the identity function with the ex-
ception that the values of payer; and payery are reversed, when defined,
the value of lcoin of C; is reversed, when defined, and similarly the value of
ncoin of Cy is reversed.

To prove that the simulation is correct we can try to be smarter than just
applying the step condition. In particular we can check the step condition
just from single states and single actions. Of course we need to prove a
theorem stating that this is sound. This follows from the fact that we have
defined the relation on states. The relation on measures is just the lifting.

Almost all actions are rather trivial to handle since they affect the states
in the same way in the specification and the implementation. The actions
that have an impact are flip; where essentially we have to exchange the
outcomes and where this can be done because all coins are fair, coini, where
the actual action is different but causes no problem since it is internal. In
both cases we just need to make sure that variable compare, is set correctly.
We will work out the details later.

From the discussion it emerged that it is possible to exhibit a simulation
relation in the style above from any master that probabilistically chooses
between C; and Co as payer. There should be also a general way to say that
a randomized master is just a convex combination of deterministic masters,
and thus, by convexity, the correctness under randomized masters follows
from the correctness under deterministic masters.

We have discussed what happens if we consider randomized schedulers.
We can define a randomized task scheduler just as a sequence of probability
measures on tasks.

We have also discussed about what would happen if we leave the master
nondeterministic. Correctness follows provided that we compare two task
schedulers that differ only on the probabilities chosen within the master. A
formal definition of this idea is not immediate. A simplification is to state
that the choice of the master is resolved at the first step.

We should get the details of this proof worked out as well as the general
theorems that are needed within the model. It should be useful also to
investigate what we can do with respect to the more general cases studies
by Kostas and Catuscia in the context of the dining cryptographers.



2 The GMW Framework for Computing a func-
tion

We have investigated how to use the Task-PIOAs framework to analyze
the passive adversary case of the protocol. We want to compose oblivious
transfer with implementation of and and or gates. Using compositionality
we can replace the implementations needed for oblivious transfer with ideal
specifications. We can prove correctness of the gates assuming ideal oblivious
transfer, and again by compositionality get to a point where we have ideal
gates only and from there derive correctness.

We need to check whether the compositionality result of Cheung et. al.,
CSF 2007, applies and see exactly how to use it. We have not thought of
active adversaries yet, but should be interesting to consider them. The main
point of the case study is to show that compositionality can simplify greatly
the analysis.

3 Probabilistic Input/Output Automata

Our approach utilizes task-structured probabilistic input/output automata
as a basic model of computation. In this section, we make this notion precise,
and also make precise what we mean by a computation in this setting.

A Probabilistic  Input/Output  Automaton A is a 6-tuple
(Q,q0,1,0,H,D) where:

1. @ is a countable set of states;
2. qo € Q is the start state;

3. I, O and H are pairwise disjoint, countable sets of actions, referred to
as input, output and internal actions, respectively. The set Act ::= TU
O U H is called the set of actions of A. If I = (), then A is closed.
The set of external actions of A is E ::= I U O and the set of locally
controlled actions is L ::= O U H.

4. D C @ x A x Prob(Q) is a transition relation. An action a is enabled
in a state ¢ if (¢,a, ) € D for some p.

In addition, A satisfies:

e Input enabling: For every ¢ € ) and a € I, a is enabled in gq.



e Transition determinism: For every ¢ € Q and a € A, there is at
most one i € Prob(Q) such that (g, a,u) € D.

We denote probabilistic input-output automata as PIOAs. We have
retained the traditional assumptions from, e.g., [8], that the state space and
set of actions of a probabilistic I/O automaton are countable in order to
utilize the fact that all measures are discrete. A probabilistic input/output
automaton can be realized as a labelled transition system where:

1. Given a state ¢ € Q and an action a € Act, there is a unique probability
distribution p4 4 € Prob(Q) which can be executed in state ¢ “by action
a”, if there is such a distribution at all. This means the transition
relation is a partial function A: @ x Act — Prob(Q) with A(g,a) =
Hq.as When A(g, a) is defined.

2. For any state ¢ € @, every a € [ is enabled in ¢, so the restriction
Algxr: @ x I — Prob(Q) is a total function.

3. The obvious domain equation for PIOAs is
E ~ E x Act — Prob(E),
where X — Y is the set of partial functions from X to Y.

Since we have no final states in @, there is a question of what a computa-
tion of a probabilistic automaton is. As we describe in more detail later, our
interest is in the trace distributions of observable events of the automation
A. Toward that end, we develop the following definition.

If a € Act, then we define

A, = {a € Exec(A) | a enabled in Istate(a)}.

Then, for a = agay - -+ € Act™, is a sequence of actions of the PIOA A, we
define a sequence of probability distributions on Exec(A) by

Ho = 5q0

Un = Z Mn—l(a)5a+ Z Mn—l(a) Zﬂlstate(a),an(q)(s&anq

Cl{éAan aeAan qu

where fistate(a),a, 18 the unique probability distribution for which
(Istate(a), Qn, letate(a),an) €D.



1. pn € Prob(Exec(A)) for each n € N.
2. pp < ppyq for each n € N,

3. If a € Act” is an infinite sequence, then u, = sup,, p, € Prob(Exec(.A))
is well-defined.

Proof. For (1), we proceed by induction. Clearly po = d4, € Prob(Exec(A)).
Suppose fin,—1 € Prob(Exec(A)), and consider p,. If o € A, , then

Histate(a),an € PI’Ob(Q), and so ||Mn—1(a)(2qu Histate(a),an (Q)(Saanq)H =
tn—1(c). It follows that

el =11 D pma(@) + D pnea(@)]| = [[pna]| = 1

Ongan Q’eAan

For (2), let n € N. Given a € supppuy, N Ag,, we define t, a4, =
/Ln—l(a)ﬂlstate(a),an (Q) Then as in (1)7

L /Ln—l(a) = /Ln—l(a) Zq Histate(a),an (Q) = Zq ta,aanqa and
® ta,aang = Hn—1Mstate(a),an (9)

from which it follows that p,—1 < .
Finally, (3) now follows from (1) and (2). O

Let A be a probabilistic input/output automaton. Given a sequence a =
apay - -+ € Act™ of actions of A, the computation of A over agaq--- is the
probability measure pn = sup {uy, | pn, is defined}.

If Ais a PIOA and a = ag--- € Act™ is a sequence of actions, then
supp 4a consists of incomparable execution fragments.

Proof. By definition, pia = sup, {pn | pn is defined}. Moreover, d4, consists
of execution fragments that are incomparable, since its support consists
of just qg. Suppose that p,_; is defined and has support consisting of
incomparable fragments. Then

o= > tn1(@ba+ D> pn1(@) [ D thstate(a).an (9)00ang

Ongan aeAan qu

By assumption, all « ¢ A,, are incomparable with one another and with
all o € A,,, and vice versa. It follows that all o & A,, are incomparable
with all fragments in {aanq | @ € A,, & q astate}. It also is clear that
all fragments in {aa,q | @« € A,, & q a state} are incomparable since they



are distinct extensions of incomparable the fragments in A, . Thus the
support of u, consists of incomparable fragments. Thus, supp pa consists
of incomparable fragments if a is finite.

Finally, suppose a is infinite. If 4’ is a finite fragment in the support of
lta, then [’ arises in u, for some n, and then no extension of 3’ is in the
support of pa by the previous argument. Hence 3 and 3 are incomparable.
Last, any two infinite fragments are incomparable, so § cannot compare to
any other infinite fragment in the support. O

3.1 Tasks
A task probabilistic Input/Output automaton is a pair T = (A, R) where

e A=(Q,q,1,0,H,D) is a probabilistic I/O automaton, and

e R C (OxO)U(H x H) is an equivalence relation on the locally
controlled actions. The equivalence classes of R are called tasks.

A task-PIOA 7T is said to be action deterministic if it satisfies:

e Action determinism: For every state ¢ € A and every task T' € R,
there is at most one action a € Act that is enabled in q.

As opposed to [2], we will consider more general task-PIOAs than those
that are action-deterministic. Because of this, we must impose an additional
requirement on such processes:

e A task PIOA 7 = (A, R) is also equipped with a function o: R X
Exec*(A) — Prob(Act) satisfying the property that

o(T,a)(a) >0 = a €T & a enabled in Istate(a).!

A task schedule for a task-PIOA 7 is a finite or infinite sequence p = T1T5 - - -
of tasks in R.

4 Task Schedules and Their Schedulers

We now define how to apply a task to a probability distribution on the
execution sequences of a task-PIOA. This definition of Apply is first given

!Note that if {a | a € T & a enabled in Istate(a)} consists of a single action, ao, then
o(T,a)(a) > 0 implies a = ao, so o(T, a)(ag) = da,, which means this definition agrees
with the one in [2] in case T is action-deterministic.



for a single task. Our definition here generalizes the one in [2] in two ways:
first, we consider tasks that are not action-deterministic, and second, even
in the case of action -deterministic tasks, our definition is not the same one
as in [2]. However, for action-deterministic tasks, they do amount to the
same thing.

For a task T, let Ar be the set of finite execution fragments in whose
last state the task T is enabled:

Ap = {a € Exec*(A) | (3a € T') a enabled in Istate(a)}.

For each finite execution fragment o € Ap and action a € Act for which
o(T,a)(a) > 0, let v(a,a) be the target measure of the unique transition
(Istate(a), a, v(a,a)) € D. Then we define

Apply(i, T) = ) p(@)dat D 1 [Z (T, a)(a ><Zv(a,a)(s>5aas>]

ag At aEAT acT s
(3)

For a finite task schedule p =T} --- 1), we define
Apply(u, p) = Apply(Apply (1, Tt - -+ Tn—1), Tn)

and if p is infinite, we define
Apply(u, p) = sup Apply(u, T1 - - Ty,).
n

Of course, we must show that this last is well-defined.
Let p =), n(a)d, € Prob(Frags*(A)), then

< Apply(>_ pu(a)da, Zu )APPlY(da, p)-

In particular, Apply(u, p) is well-defined for any task sequence p =1Tj - - -.

Proof. If p = X then Apply(p, 1) = i, so the result is trivial, while if p =T
is a single task, then

Apply(, T) = > p(@)da +
afAr
> la) [Z o(T,a)(a) <Z V(aaa)(s)éocas>] (4)
aEAT acT s
= > i @)Apply(3a, T) + Y p(@)Apply(da, T)
af Ar aEAT

& Zu )APPly(3a, T).

10



The fact that p < Apply(u,T) is obvious from Equation 4.
Next, if p = p/T is finite, then

Apply(p, p) = Apply(Apply(u,p'),T)
= Apply( Zu )ApPly(dq. p'), T)

— Z“ )Apply(Apply(da, o), T)

Assuming by induction that p < Apply(u, p’), then p < Apply(u, p) follows
from the basis step.

Finally, if p = 7Ty--- is infinite, then we have just shown that
{Apply(pt,T1 - - - T),) }» is an increasing sequence in Prob(Frags*(.A)) whose
supremum, Apply(u;,p) is well-defined. Clearly u < Apply(p, p) in this
case. U

If p =3, pipi, then

< Apply(>_ pitti, p) = Y piApply(pi, )

Proof. By the Proposition, we know that p; < Apply(u;, p) for each index i,
SO
= szm < szApply i p) = Apply(Y ~ pipsi, p),
i
the last equality following by expanding each p; as a convex sum of point
masses and then applying the Proposition once again. O

We now prove a useful result about Apply and measures p whose support
consists of incomparable fragments.

1. If p is a measure whose support consists of incomparable fragments and
p is a task sequence, then all fragments in the support of Apply(u, p)
are incomparable.

2. If p is a task sequence, then all fragments in the support of Apply(dqa, p)
are incomparable.

11



Proof. For (1), suppose the support of p consists of incomparable elements.
Then p =), p(a)dq and « # o implies o and o' are incomparable. If T
is a task, then

Apply(1,T) = > da+ > p()

CVQAT CVGAT

Z o(T,a)(a) (Z v(a, a)(s)éaa5>] ,

aeT s

where a € T is enabled in Istate(a). Thus, the support of Apply(u,T') consists
of a ¢ Ar together with {aas | a € Ar,a € T & s a state}. By assumption,
all @« ¢ Ar are incomparable with one another and with all @ € Ap, and
vice versa. It follows that all o € Ar are incomparable with all fragments
in {aas | @ € Ap,a € T & s a state}. It also is clear that all fragments in
{aas | o« € Ar,a € T & s a state} are incomparable since they are distinct
extensions of incomparable the fragments in Ap.

If p is finite, then the result follows by induction on the length of p. If
p = Ty --- is infinite, then Apply(u,p) = sup, Apply(p, Ty ---Ty). If B is
in the support of Apply(u,p) and ( is finite, then 5 € Apply(u, Tt ---T},)
for some n. The result for finite task schedules implies § is incomparable
with all elements in the support of Apply(u, Ty ---T,), and because 3 is in
the support of Apply(u, p), it follows that no subsequent task 7,,, m > n is
enabled in Istate(3). Hence, no extension of /3 is in the support of Apply(u, p).
Since no prefix of 3 is in the support either, § is incomparable with all other
fragments in the support.

Finally, suppose (3 is infinite. If (3’ is a finite fragment in the support
of Apply(u, p), then 3’ arises in Apply(u, T} - - - T,,) for some n, and then no
extension of 3’ is in the support of Apply(u,p) by the previous argument.
Hence 3 and (' are incomparable. Last, any two infinite fragments are
incomparable, so # cannot compare to any other infinite fragment in the
support.

Part (2) follows since point masses have only one fragment in their sup-
port. O

We now consider the analog to applying task schedules to distributions,
viz. realizing them via task schedulers. We first make this notion precise.
( [2D) If A is a Task PIOA, then a task scheduler for A is a mapping
o: Exec*(A) — V(Act) satisfying o(a)(a) > 0 = a is enabled in Istate(«),
where V(Act) is the family of subprobability measures over Act. Given such

12



a mapping, and an « € Exec*(A), we define €, , € Prob(Exec*(.A)) by:

0 if o LaLad
Era(la)=1¢1 if o/ <a
coa(la”)o(@)(a)v(a”,a)(s) if a<d =da’as,
where v(a”,a)(s) is the probability of landing in state s starting from
Istate(a”) after executing action a.
Further, if © € Prob(Exec*(A)), then we define €5, = > pn(a)esq-

Let A be a task PIOA and let o: Exec*(A) — V(Act) be a task scheduler.
If o € Exec*(A), we define

o = (L= llo(@))da + Y ola)(a) (Z V(ava)(s)eir,aas>

a€Act s
Then, €, , = €, for all schedulers o and o € Exec*(A).

» Lo,

Proof. Before proving the result, we first define a sequence of approximants
to €, , as follows:

/
€ =

o,a,0

6:7,04,114-1 = (1 - HO’(O()H)(SQ + Z a(a)(a) (Z V(a7a)(s)62r,aas,n>

a€Act s
Claim 1: ||
n € N.

Proof: We proceed by induction on n. For n = 0 let o € Frags*(.A). The
clearly [le/, , || = 1 Also we have €| , ; = do and

|=1land €, , <é€ for each o € Exec*(.A) and each

ol
Eo,a,n o,a,n — “o,a,n+1

ot = (L=llo@)Nda+ Y ola)(a) (Z V(Oé>a)(8)€2,aas,o>

acAct s

= (I —lo(a)]])da + Z o(a)(a) (Z V(a7a)(3)5aa8>
a€Act s
But, v(o,a) is a probability distribution, so || ), v(a,a)(s)daaes|| = 1 for
each a € Act. Tt follows that ||e] , ;|| = 1. Moreover, we can define “trans-

port numbers” to; = (1 —||o(a)||) and tg1(a,s) = o(a)(a)v(a, a)(s) so that
1=to1(a) + >, ston(a, s) and

Eir,a,l =to,1(a)da + Z t0,1(a, 5)0aas

a,s

This shows € <é

o,a,0 = “o,a,l"

13



Now, assume that, for all o € Exec*(A) and all k <n, |le, .|| =1 and
e <€ . Then

ak-1= €
€ramn = (1= [lo(a))da + ;ta(a)(a) <Z V(Oé,a)(S)e;,aas,n_1>
and
ramt1 = (1= [lo(@)[])da + ;ta(a)(a) (Z V(e a)(S)eé,aas,n>

By the inductive hypothesis, for each a € Act and each state s, we have

/ T _ / /
Hea,aas,n—lu - Hea,aas,n ‘ =1 and 6(7,0cas,n—1 < Ea,aas,n‘
: / _ / /
It then is clear that ||€] 445 411/ = 1, and the fact that € 105 -1 < € aasn

means there are transport numbers demonstrating this fact; these can then
be augmented by numbers analogous to those given in the base case to show

/ !/ 3
Eo,aas,n < Eo‘,aas,n—l—l‘ D(Clalm 1)
Since {€), yusntn C Prob(Exec*(.A)) is an increasing chain, it has a supre-
i _
mum €, , = SUpP;, €5 aas -

’
o«

Claim 2: e, = ¢
Proof: We show €] ,(a') = ¢, (/) for all o/. First, if o £ o £ o, it is
clear that both are 0, so they are equal.

Next, for o’ < a, € ,(a/) = 0 since €, ,(a') = 0 for all n. Likewise,
since €, , is concentrated on T a, we have €, ,(a’) = 0.

Further, ¢) ,(a) = (1—||o(a)]|) since this holds for €, ,, , for each n > 1.
Likewise, €, ,(a) = (1 —|[o(a)||). Since a is arbitrary, we can use this result
to prove our claim. Namely, if « < o then there are aq,...,a, € Act and
states s1,...,s, so that o = aa;sy...a,s,. Then

/

a,a,m(aals1 .o QpSn).

" o
eaya(aalsl ... QpSp) =SUpE
m

For m >n +1,

e:,’mm(ozalsl cocapsSy) = (1—|lo(aaisy...ansyl|)
/

€o,0a151...an5n (01(1181 ce ansn)a

14



the second equality following from the first step. An easy induction on the
definitions of €, , shows that

e;@(aalsl cocapSy) = o(a)(a)v(a,ar)(s1) - o(a...ap—15,-1)(an)
(@ 1801, Gn) (5n) €0 aysy . ans, (G151 - . - GnSp)

= o(a)(a)v(a,a1)(s1) - v(a...an—18n—1,an)(sn) (1 — ||o(a...ansn)l|]),

and that an analogous result holds for ¢” if m > n+ 1. It follows that

o,a,m
e:,,a(ozalsl c.QpSpy) = ega(aalsl e QpSy)

and €, , agree at all fragments o/ > «, they are the same, since
o.0,m, 18 & probability measure
and hence also of €, ,. O(Claim 2)

: "
Since €
both are concentrated on T ce. Moreover, since €

for all m, the same is true of €7 ,
k)

We are now ready to prove the proposition. We show ¢, ,(Ta’) =
€oa(Ta’) for all o, @ and /. First, it is clear that ¢, ,(Ta') = 0 if
o £ a £ o. Next, assume that o/ < a. The ¢, ,(Ta’) = 1 since €,
is a probability measure concentrated on T a. Thus the value of ¢, , agrees
with that of €, for those o/ < a and those o’ incomparable with .

Finally, we consider o/ with a < o/. If a = o/, we already have the
result, so we can assume o < <, in which case there are ay,...,a, € Act
and states sq,...,s, with o/ = aay5s1...a,s,.We induct on n, and assume
the result holds for all & < n. Moreover, since €, o is a probability measure,
eg’a,(T o) =1. So, if " = aaysy...a,—18,—1, then

cralld) = ea(la”)o(d")v(a", an)(sn)
= ealla")o(@” (", an)(sn)
= ealla")o(@")v(a", an)(sn)€G 0 (1)
= Eir,a(T a/)v
the next-to-last equality following from the fact that €, ,,(Ta/) = 1. O

Finally, we are now ready to turn our attention to the main result of this
section: that task schedules can be realized by “oblivious” schedulers. Our
result achieves this in a limited case, but one that suffices for the application
of Task-PIOAs to modeling crypto-protocols.

Let p € Prob(Exec(A)) have support consisting of incomparable frag-
ments, and let p be a task schedule. Then there is a scheduler o : Exec*(A) —
V(Act) such that o(a) # 0 implies o € supp p and Apply(u, p) = €5,,. More-
over, if 7 = (A, R) is action-deterministic, then o is deterministic.

15



Proof. First, for p finite we proceed by induction on the length of p. If p =T
is a single task, then we define o,: Exec*(A) — V(Act) by

o(T,a) if € Ap Nsuppp,
op(a) =

0 otherwise.
Then,
(1- ||Jp(a)||)5a + ZaeAct JP(O‘)(“) (Zs v(a, a)(s)eop,aas»’)
€opa = if « € A Nsupp u,
O otherwise.
)2 ao(Ta)(a) (Do v(a,a)(s)daas) if o € A Msupp p,
O otherwise,

the second equality following from the definition of o, and the fact that
supp i consists of incomparable fragments.
Hence

Copp = D 1(0)eq, 0
a

- Y @ (Zama)(a) (Zum,a)(s)aaas))
a€ATNsupp,u a s
+ Z f(c)da
ag (ArNsupp p)
= Apply(u, T),

the last equality following from the fact that the only terms « for which
() # 0 are those in the support of p.

Suppose the result holds for any finite task sequence of length n, and
let p = Tp' be a task sequence of length n + 1. Then there is a scheduler
oyt Exec®*(A) — V(Act) satisfying o, (o) # 0 implies o € supp Apply(p, T")
and €, , Apply(u,T) = Apply(Apply(u, T), p'). Note that supp Apply(u,T) con-
sists of incomparable fragments by Lemma 1, and this support includes those
fragments in supp p that are not enabled under 7.

We define o,: Exec*(A) — V(Act) by

oy(a) if op(a) #0,
op(a) =S o(T,a) if a € Ay Nsupp p,

0 otherwise.
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0, = o7Uo,y (where o7 is as defined in the base step) is well-defined because
p has incomparable fragments for its support, and o, (a) # 0 implies o €
supp Apply(u, T'); further, o,(c) < 1 since the same is true for o, (o). Now

o = S @enpa = 3 p(@)a,a

aesupp i
= Y w@)eat Y @),
a€ArNsupp p aEsupp p—Ar
S MICIOWECICT O SRC
aEATNsupp p a s
+ Z N(a)eap,a
a€supp u—Ar
- (@ (z<>))
aeATﬁsuppu s
+ a)eg Y.
aesupp u—Ar

= €5 Apply(u,T) = APPlY(ApPly (11, T), p") = Apply(u, p).

If p=1Ty---T,--- is infinite, then the function o, can be expressed
as the increasing union o, = U,0,,, where o, is the scheduler for p, =
Ty ---T,. Likewise, the family €., , forms an increasing sequence satisfying
€o,,.u = Apply(u, pr,) for each n, so that

€0y = SUP €q, = sup Apply(u, pn) = Apply(p, p).
n n

The claim that o is deterministic if 7 is action-deterministic follows from
the fact that o(T, ) = d, in this case. O

If A= (S,s0,Act,D) is a task PIOA, p is a task sequence for A and
€ = Apply(ds,, p), then there exists a scheduler o such that ¢ = €0,050 - That
scheduler is deterministic if 7 is action-deterministic.

Remark.

e As the Corollary states, given a task PIOA and a task sequence for A,
then there is a task scheduler that realizes the application of the task
sequence to A starting at its start state. This is the basic situation in
which crypto-protocols are modeled using task PIOAs.
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e We do not see how to extend the proof given above to the case of
an arbitrary distribution p on Prob(Frags*(.A)). The problem is the
assumption that p has incomparable fragments in its support. Its useis
most apparent in the inductive step of the proof where we define o, in
terms of o, — our definition would not make sense if dom o, Nsupp p #
(). It’s at this point that randomized schedulers enter the proof (a close
examination of the proof we have shows the schedulers we use can be
regarded as functions with inputs that are the distributions o(7, «)
for the input PIOA 7), and finding a way to deal with this in our
approach would be very useful.

We close this section with a result that anticipates the need for reasoning
about randomized schedulers, as in the description of how we plan to attack
the dining cryptographers example. First, recall that V(Act), the family
of subprobability measures over Act is closed under convex sums — i. e., if
w1, p2 € V(Act) and 0 < r < 1, then rpuy + (1 — r)pe € V(Act). It follows
that given o1, 09: Frags*(A) — V(Act), the function ro; 4+ (1 — r)os defined
point wise is also well-defined.

Let 01,09: Frags*(A) — V(Act), a € Frags*(A) and 0 <r < 1. Then

|(ro1 + (1 = r)az) ()| = rllor(@)]| + (1 = 7)l|oz ()]

Hence the family of schedulers is closed under convex sums.

Proof. Let o1,09: Frags*(A) — V(Act), a € Frags*(A) and let 0 < r < 1.
Then oi(a) = > cace Ti(@)(a)dq, so ||oi(a)|| = >, oi(a)(s). Hence (roy +
(1 —-r)o2)(a) =roi(a) + (1 —r)oz(a). Then

lro1(a) + (1= roz(@)ll = Y (rou(a) + (1 —r)oz(a))(s)

s

= Z roi(a)(s) + Z (1 —r)oa(a)(s)

= 7rlloi(@)|]+ (1 —7)||lo2(a)]]

The concluding remark is obvious from this result. O

5 Simulation Relations

A key notion for task PIOAs is that of a simulation relation, which are
used to show that the observable behaviors of one task PIOA are a subset
of another tack PIOA. This is used in [2] to simplify the process one has
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to reason about, and then deductions about the behavior of the simpler
process can be used to prove properties about the more complicated one. In
our setting, we’ll exploit this idea to show that the Dining Cryptographers
Protocol fulfills what is claimed for it: if a given cryptographer is not paying,
then the behaviors of the other two cryptographers looks the same.

To begin, we have to generalize the definitions from [2] to accommodate
the more general setting we are in where task PIOAs are not necessarily
action-deterministic. This actually turns out to be straightforward: the
definitions don’t need to be altered, since they make no specific reference to
action determinism. We recall the key concepts, however:

o If 7 = (A,R) is a task PIOA, and p if a task sequence for T,
then a probability measure p € Prob(Exec*(A)) is consistent with p
if supp v C supp Apply(ds,, p). L. e., any execution sequence in the sup-
port of p is a possibly execution sequence obtained by applying the
task sequence p starting in the start state sg.

o Let 7; = (A1, R1) and 73 = (Ag, R2) be task PIOAs, and let c: R} x
R1 — Rj be a function. We define full(c): Ry — R3 by full(c)(X) = A,
and full(c)(pT) = full(c)(p) c(p,T).

o If T = (A,R) is a task PIOA, then trace: Exec*(A) — (I U O)* is
the function that extracts the sequence of observable actions (i. e.,
the input or output actions) from an execution sequence of A. Since
we are using only discrete measures, all sets are measurable, and so
trace is a measurable map. Then o trace™! is a measure on (I UO)*,
so we define tdist(u) to be this measure. We also call tdists(A) =
{potrace™ | u € Prob(Exec*(A))} the trace distributions of A.

e The task PIOAs 7; and 75 are comparable if they have the same set
of input actions and the same set of output actions. They are closed
if they both have empty input action sets.

A relation R C Prob(Exec*(A1)) x Prob(Exec*(A2)) is a simulation if:

1. p1 R po = tdist(uy) = tdist(uz);

2. 53(1) R 55(2) —i. e., the Dirac measures of the start states are related,;
and

3. There is a function c¢: R} x R1 — R5 satisfying:
If yi R pe and p € R satisfy pg is consistent with
p, Mo 1is consistent with full(c)(p) and T € R;, then

Apply(p1,T) E(R) Apply(uz, c(p,T)).
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To understand the last condition, we need to recall some notions about
probability distributions. If X is a set, then Prob(X) denotes the set of
discrete probability measures on X. Thus, we may form Prob(Prob(X)), the
discrete probability measures of discrete probability measures on X.

If R C Prob(X) x Prob(Y), then we can “lift” R to L(R) C
Prob(Prob(X)) x Prob(Prob(Y)) by >, 70, L(R) >, si,, iff there is a
weighting function w: N x N — [0, 1] so that

e For each 1, ij(i,j) =T
e For each j, >, w(i,7) = sj;
o w(i,j) >0 = (u,v)) € R.

There is a mapping flatten: Prob(Prob(X)) — Prob(X) defined by
flatten(d_,; ri0y,) = >°; ;7iSij0z, ;» Where p; = > .8; 65, ;. It is routine
to show that this is well-defined.

Given a relation R C Prob(X) x Prob(Y), we can define a relation
E(R) C Prob(X) x Prob(Y) by (u1,u2) € E(R) iff there are measures
v1 € Prob(Prob(X)) and vs € Prob(Prob(Y)) satisfying v £(R) v2 and
flatten(yi) = U;.

Here are some key results from [2] concerning these concepts:

Lemma 2.6: If R C Prob(X)xProb(Y'), then 1 £(R) ps iff there is a family
pi € [0,1] with >, p; = 1 and there are measures p;,; € Prob(X),
pa.j € Prob(Y') for j € N satisfying:

¢ H1= Zj Pjt1,5;
® H2 = Zj PjH2,5;
® 1 R pa; for each ¢ € N.

Lemma 4.4: Let 77,75 be two comparable, closed action-deterministic
PIOAs and let R C Prob(Exec*(A;)) x Prob(Exec*(Asg)) satisfy

uw Rv = tdist(n) = tdist(v). Let c: R x R1 — Rj and assume:

* 0g Rog;

o If i1 R pa, p € R} with p; consistent with p and po consistent
with full(¢)(p) and T € Ry, then there is a family {p;}; C [0, 1]
with >, p; and measures p; ; € Prob(Exec*(A;)) for i = 1,2 sat-
isfying

— p1j R poj for each j € N;
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— >2ipikg = Apply(u, T);
— 22 Pk = Apply(uz, c(p, T)).

Then R is a simulation from 77 to 7.

Lemma 4.5: If 77 and 75 are comparable closed action-deterministic
PIOAs, and R is a simulation relation from 7; to 7, then given
wi € Prob(Exec*(A;)), i = 1,2 for which uy E(R) peo, then tdist(uy) =
tdist(ueo).

Lemma 4.6: Let 77 and 75 be comparable closed action-deterministic
PIOAs, and R is a simulation relation from 7; to 73 with
associated function c¢: R} x Ry — R3. Let p € R]
and suppose Apply(d,1,p) E(R) Apply(dgz,full(c)(p)). Then
Apply(&sé,pT) E(R) Apply(ésg,full(c)(p)c(p, T)) for each task T € R;.

Theorem 4.7: If 77 and 75 are comparable closed action-deterministic task
PIOAs for which there is a simulation relation R from 77 to 75, then
tdist(77) C tdist(72).

Note: I have read through the proofs of these results, and there appears to
be no problems extending them to our case.

Roberto’s approach to applying these results to the Dining Cryptog-
raphers was to posit the existence of simulations between M; and My —
back and forth — which would show that the trace distributions from cryp-
tographer 0’s viewpoint were the same for both, implying cryptographer 0
couldn’t tell which of the other two were paying. We need a similar idea to
show an analogous result for our more general setting of a nondeterministic
master.

6 Domain Equations

We have discussed a paper of Mike’s where a domain equation of the form
D ~ Pow([], D) is solved. Yet, the equation does not account for the fact
that at any state there is a collection of transitions available. A scheduler
chooses a measure over transition which, by integration, leads indeed to
a measure over pairs action,state. A more natural equation seems to be
D ~ Pow(]],V(D)).

Is it possible to solve this equation? What do we get in terms of logical
and equational characterizations? Can we get the characterizations directly
from the power-domain operators?
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The two domain equations should be closely related, though. Assuming
that the transition relation is compact, from the set of possible measures
on action,state pairs we should be able to retrieve the set of enabled transi-
tions. What is a nice statement based on domain theory that captures this
property? Can we define mappings from one to the other whose composition
is the identity up to bisimulation?

We have observed, though, that we do not distinguish systems whose
transitions are not closed from systems that are completed with the extremal
points. Is there a different domain equation that permits to distinguish?
And if we keep the current equations, what are the operational limitations
that we impose on non-finitary systems so that full abstraction holds?
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