Domain Theory and Task-structured
Probabilistic Input/Output Automata

Michael W. Mislove!

Joint Work With
Aaron Jaggard?, Catherine Meadows® and Roberto Segala*

ITulane University, New Orleans, LA, Work supported by ONR
2DIMACS, Rutgers University, Work supported by NSF
3Naval Research Laboratory, Washington, DC
4University of Verona, Italy

FCC Workshop, Pittsburgh, June, 2008

Mislove et al Domains and Task PIOAs



Outline

m General Setting

Mislove et al Domains and Task PIOAs



Outline

m General Setting
m Task-structured Probabilistic Input/Output Automata

Mislove et al Domains and Task PIOAs



Outline

m General Setting
m Task-structured Probabilistic Input/Output Automata
m Problems with original presentation

Mislove et al Domains and Task PIOAs



Outline

m General Setting
m Task-structured Probabilistic Input/Output Automata
m Problems with original presentation

m Some domain theory

Mislove et al Domains and Task PIOAs



Outline

m General Setting
m Task-structured Probabilistic Input/Output Automata
m Problems with original presentation

m Some domain theory

m Key results in hand

Mislove et al Domains and Task PIOAs



Outline

m General Setting
m Task-structured Probabilistic Input/Output Automata
m Problems with original presentation

Some domain theory

Key results in hand

Summary and Future work

Mislove et al Domains and Task PIOAs



The Setting

Protocol Analysis

Abstract Setting

m /mplementation: faithful representation with adversary

m /dealized simulation: abstract, simplified representation

Mislove et al Domains and Task PIOAs



The Setting

Protocol Analysis

Abstract Setting

m /mplementation: faithful representation with adversary

m /dealized simulation: abstract, simplified representation

m Easier to reason about
®m Requires “obfuscating” idealized process to mimic real-world
implementation

Example: P protocol; F simulation; Adv adversary; 7 ideal
adversary; £ environment

P <s Fiff (VAdv)(3Z)(VE) P|Adv|E ~ F|Z|E
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The Setting

Protocol Analysis

Abstract Setting

m /mplementation: faithful representation with adversary

m /dealized simulation: abstract, simplified representation

m Easier to reason about
m Requires “obfuscating” idealized process to mimic real-world

implementation

Example: P protocol; F simulation; Adv adversary; 7 ideal
adversary; £ environment

P <s Fiff (VAdv)(IT)(VE) PJAdv|E ~ F|Z|E

m <g: Trace distributions of observable events from
(P||Adv||E) all appear in the trace distributions of (F||Z]|£).
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Protocol Analysis

Separation of Concerns

m Semantic model: Devise model that accommodates concerns
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The Setting

Protocol Analysis

Separation of Concerns

m Semantic model: Devise model that accommodates concerns
arising in protocol analysis
m Spi-calculus, Probabilistic 7-calculus, PPT-calculus, CSP,...
= Task-structured Probabilistic Input/Output Automata
m Mapping to the model:
Devise encoding of implementation, adversary and
environment into model
H Devise encoding of idealized functionality, idealized adversary
into model
Use model to reason about relationship between (1) and (2)

m Focus of talk: Task-structured Probabilistic Input/Qutput
Automata
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Task Probabilistic Input/Output Automata

Example

tput Automata

m Mathematical model of concurrent computation

m Input/Output: used to model interactions among component
processes
m Tasks: Used to limit power of the adversary
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Task Probabilistic Input/Output Automata PIOAs
Composing PIOAs
Tasks
Example

Probabilistic Input/Output Automata

m Mathematical model of concurrent computation
m Input/Output: used to model interactions among component

processes
m Tasks: Used to limit power of the adversary

A=(S,s,1,0,H, D) where
m S - countable set of states, sg - start state
m Act ::= /U O U H - countable set of actions
m D C S x Act x Prob(S) transition relation satisfying:
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Task Probabilistic Input/Output Automata PIOAs
Composing PIOAs
Tasks
Example

Probabilistic Input/Output Automata

m Mathematical model of concurrent computation

m Input/Output: used to model interactions among component
processes
m Tasks: Used to limit power of the adversary

A= (S,%,!,0,H,D) where
m S - countable set of states, sy - start state
m Act ::= /U O U H - countable set of actions
m D C S x Act x Prob(S) transition relation satisfying:

Transition determinism: (s, a, ), (s,a,v) €D = p=v
Input enabling: (Vs € S)(Va € I)(3p) (s,a,pu) € D



Task Probabilistic Input/Output Automata PIOAs
Composing PIOAs

Tasks
Example

How to compose PIOAs

Ai = (Si,sa,, i, Oi, Hi, Di), i = 1,2 are compatible if
Act; N Hiy1 = 0= 01N Oy
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Task Probabilistic Input/Output Automata PIOAs
Composing PIOAs
Tasks
Example

How to compose PIOAs
Ai = (Si,sa,, i, Oi, Hi, Di), i = 1,2 are compatible if
Act; N Hiy1 = 0= 01N Oy

-/41||A2 = (SA1,A27 SA1,A2s /Al,sz OA1,.A2a H.A1,.A2, D.A1,A2) where:

eSS4 A4=5x5

° /_,417_,42 = (/1 U /2) \ (01 U 02)

° OAl,.Az = 01U0O,

° H.A17.A2 = H, UH,

[ DAI,_A2 = {((51,52),3, M1 X uz) ‘ (sl,a,ul) (S Dl or (52,3, ,uz) S D2
and p; =65, if a & Act;}
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Task Probabilistic Input/Output Automata PIOAs
Composing PIOAs
Tasks
Example

How to compose PIOAs

Ai = (Si,sa,, i, Oi, Hi, Di), i = 1,2 are compatible if
Act; N Hiy1 = 0= 01N Oy

-’41||~A2 = (SA17~'427 SA1, A2 lAl,sz OAl,Aw HALAZ’ DAhAz) where:

eSS4 A4=5x5

o a4 = (/1 @] /2) \ (01 U 02)

° OAl,.Az = 01U0O,

° H.A17.A2 = H, UH,

[ DAI,_A2 = {((51,52),3, M1 X ,uz) ‘ (sl,a,ul) (S Dl or (52,3, ,uz) S D2
and p; =65, if a & Act;}

A is closed if [4 =)
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Task Probabilistic Input/Output Automata

Example

m Tasks: Equivalence relation R C (O U H) x (O U H).

Task: Any equivalence class of R.
Action determinism: For each state s and each task T, at most one
action a € T is enabled in s.
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Task: Any equivalence class of R.
Action determinism: For each state s and each task T, at most one
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m Role: Reduce power of adversary
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m Tasks: Equivalence relation R C (O U H) x (O U H).

Task: Any equivalence class of R.
Action determinism: For each state s and each task T, at most one
action a € T is enabled in s.

m Role: Reduce power of adversary

Resolve nondeterminism: In given state, next task specifies
which action to execute.
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Composing PIOAs
Tasks
Example

m Tasks: Equivalence relation R C (O U H) x (O U H).

Task: Any equivalence class of R.
Action determinism: For each state s and each task T, at most one
action a € T is enabled in s.

m Role: Reduce power of adversary

Resolve nondeterminism: In given state, next task specifies
which action to execute.

m Composition: R 4,14, = Rua, U R4,
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Task Probabilistic Input/Output Automata PIOAs
Composing PIOAs
Tasks
Example

m Tasks: Equivalence relation R C (O U H) x (O U H).

Task: Any equivalence class of R.
Action determinism: For each state s and each task T, at most one
action a € T is enabled in s.

m Role: Reduce power of adversary

Resolve nondeterminism: In given state, next task specifies
which action to execute.

m Composition: R 4,14, = Rua, U R4,
m Application: Via task schedules- p= T1To - -
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Task Probabilistic Input/Output Automata PIOAs
Composing PIOAs
Tasks
Example

mp

m Player: Flips coin and announces result
m Opponent: Announces Heads or Tails
m If they match, Player wins, otherwise Opponent wins.

m Player:
States: L, flipped, announced, initially L
Actions: Flip: Output: Heads, Tails
P-Announce: Heads, Tails
Tasks: {Flip, P-Announce}

m Opponent:
States: _L, announced, initially L
Actions: O-Announce-Heads, O-Anounce-Tails
Tasks: {O-Announce-Heads, O-Announce-Tails}
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Task Probabilistic Input/Output Automata PIOAs
Composing PIOAs
Tasks
Example

m Player: Flips coin and announces result

m Opponent: Announces Heads or Tails
m If they match, Player wins, otherwise Opponent wins.
m Player:

States: L, flipped, announced, initially L
Actions: Flip: Output: Heads, Tails
P-Announce: Heads, Tails

Tasks: {Flip, P-Announce}

m Opponent:
States: _L, announced, initially L
Actions: O-Announce-Heads, O-Anounce-Tails
Tasks: {O-Announce-Heads, O-Announce-Tails}

m Task Schedules:

Flip, P-Announce, O-Announce-Heads
Flip,P-Announce, O-Announce-Tails
Flip,O-Announce-Heads, P-Announce
Flip,O-Announce- Tails,P-Announce
O-Announce-Heads, Flip, P-Announce
O-Announce-Tails, Flip, P-Announce
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PIOA Semantics Semantics of Apply

PIOA Semantics

A= (S,So, /, O, H, D)
Frags*(A) = U,{a € (§xAct)" xS | a finite execution fragment}

Execution fragment:
o = 513153 - -+ With s;1 € supp(u;) & (s;, ai, i) € D
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PIOA Semantics Semantics of Apply

PIOA Semantics

A= (S,So, /, O, H, D)
Frags*(A) = U,{a € (§xAct)" xS | a finite execution fragment}

Execution fragment:
o = 513153 - -+ With s;1 € supp(u;) & (s;, ai, i) € D

fs(a) — first state of a; Is(a) — last state of «
Execs™(A) = {« € Frags*(A) | fs(«) = so}
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PIOA Semantics Semantics of Apply

PIOA Semantics

A= (5,50, I, O, H7 D)
Frags*(A) = U,{a € (§xAct)" xS | a finite execution fragment}

Execution fragment:
o =s1a19a - -+ with s;1q € supp(u;) & (si, ai, i) € D

fs(a) — first state of ; Is(a) — last state of «
Execs®(A) = {a € Frags*(A) | fs(a) = sp}

Prob(a) = [17_ t1q;,2:(Gi+1)
e Which « should be used?

Mislove et al Domains and Task PIOAs



PIOA Semantics Semantics of Apply

PIOA Semantics

A= (5,50, I, O, H7 D)
Frags*(A) = U,{a € (§xAct)" xS | a finite execution fragment}

Execution fragment:
o =s1a19a - -+ with s;1q € supp(u;) & (si, ai, i) € D

fs(a) — first state of a; Is() — last state of «
Execs™(A) = {a € Frags*(A) | fs(a) = s}
Prob(a) = [17_ t1q;,2:(Gi+1)

@
45,,,./5 Which « should be used?
s .'1/=w';ﬁ;u_,, Apply task schedule p = T1 75 - - -
™ /‘ T T,
5““.\; 5qo_1> Haqo,ar, (Q)‘Sqoarlq_% T

q
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PIOA Semantics SaEnties & Amly

Defining Apply

A - Task PIOA; T -task At = {« € Frags*(A) | T enabled in Is()}
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PIOA Semantics SaEnties & Amly

Defining Apply

A - Task PIOA; T -task At = {« € Frags*(A) | T enabled in Is()}
p € Prob(Frags*(A)) = u =", u(a)da, so define

Apply(n, T) = Y n(a)da
QQAT

+ Z (o) (Z MS((X)JT(S)éaas)

aEAT s
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PIOA Semantics St of Ay

Defining Apply

A - Task PIOA; T -task At = {« € Frags*(A) | T enabled in Is()}
p € Prob(Frags*(A)) = u =", u(a)da, so define

Apply(n, T) = Y n(a)da
QQAT
+ Z :U‘(O‘) (Z Mls(a),ar(s)(saas>
aEAT s
Forp=T1--- T,

Apply(i, p) = Apply(Apply(s, T1), To -~ T))
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PIOA Semantics SaEnties & Amly

Defining Apply (cont’d)

What about p infinite?
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PIOA Semantics S of Awsly

Defining Apply (cont’d)

What about p infinite?
a <o €Frags*(A) & aprefixof o/; Ta={d|a<a'}
u < v € Prob(Frags*(A)) < u(Ta) <v(la) (Va).
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PIOA Semantics S of Awsly

Defining Apply (cont’d)

What about p infinite?

a <o €Frags*(A) & aprefixof o/; Ta={d|a<a'}

1 < v € Prob(Frags*(A)) < u(Ta) <v(la) (Va).

Apply(T): Prob(Frags*(A)) — Prob(Frags*(.A)) is not monotone,
But 1 < Apply(p, T) (Yp).
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PIOA Semantics SaEnties & Amly

Defining Apply (cont’d)

What about p infinite?

a <o €Frags*(A) & aprefixof o/; Ta={d|a<a'}

1 < v € Prob(Frags*(A)) < u(Ta) <v(la) (Va).

Apply(T): Prob(Frags*(A)) — Prob(Frags*(.A)) is not monotone,
But 1 < Apply(p, T) (Yp).

So, p= Ty T, - - infinite implies {Apply(u, T1 -+ T,)}n increasing,
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PIOA Semantics SaEnties & Amly

Defining Apply (cont’d)

What about p infinite?

a <o €Frags*(A) & aprefixof o/; Ta={d|a<a'}

1 < v € Prob(Frags*(A)) < u(Ta) <v(la) (Va).

Apply(T): Prob(Frags*(A)) — Prob(Frags*(.A)) is not monotone,
But 1 < Apply(p, T) (Yp).

So, p= Ty T, - infinite implies {Apply(u, T1 -+ T,)}n increasing,

Hence Apply(u, p) = sup, Apply(u, T1--- T,) is well-defined.
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Semantics of Task PIOAs

Semantics of Observable Events

Exec Cc (S x Act)®
trace E € Act”
F - (ruv o)~

where E = {a|aaw | @ € Exec} and F = {a|juo)~ | @ € Exec}
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Semantics of Task PIOAs

Semantics of Observable Events

Exec Cc (S x Act)®
trace E € Act”
F - (ruv o)~

where E = {a|aaw | @ € Exec} and F = {a|juo)~ | @ € Exec}
For Task PIOA A, tdist(A) = {trace(Apply(ds,, p)) | p task schedule}
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Semantics of Task PIOAs

Semantics of Observable Events

Exec Cc (S x Act)®
trace E € Act”
F - (ruv o)~

where E = {a|aaw | @ € Exec} and F = {a|juo)~ | @ € Exec}
For Task PIOA A, tdist(A) = {trace(Apply(ds,, p)) | p task schedule}

Given A and p = Ti---, we'd like to have a scheduler — determined in advance
— that would represent applying p to any p € Prob(Frags™(A)).
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Schedulers
Main Theorem
Task Schedulers

Task Schedulers

A task scheduler is a map
o: Frags*(A) — V(Act) = {u | u subprobability measure}
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Schedulers
Main Theorem

Task Schedulers

Task Schedulers

A task scheduler is a map
o: Frags*(A) — V(Act) = {u | 1 subprobability measure}

Measures from Schedulers - Original Definition

If o: Frags*(A) — V(Act) is a scheduler and « € Frags*(A) then define
€-: Prob(Frags*(A)) — Prob(Frags*(A)) by

0 if o £aLd
era(ld)=11 if o <«
€oa(Ta)o(a)(@)par a(s) if o <o =a’as,

where piq 4(s) is the probability of landing in state s starting from Is(«)
after executing action a.
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Schedulers
Main Theorem
Task Schedulers

Measures from Schedulers - Our Definition

Let A be a task PIOA and let o: Frags*(A) — V(Act) be a task
scheduler. If oc € Frags*(.A), we define

€ = (1= llo(@)])a + Y o(a)(a) (Z ua,a(S)eiy,aas>

acAct

Then, €, , = €5, for all schedulers o and o € Frags*(A).
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Schedulers
Main Theorem
Task Schedulers

Measures from Schedulers - Our Definition

Let A be a task PIOA and let o: Frags*(A) — V(Act) be a task
scheduler. If « € Frags*(.A), we define

€ = (1= llo(@))da + Y o(a)(a) (Z Mma(s)e;,aas)

acAct

Then, € , = €5,q for all schedulers o and o € Frags*(A).

Neat fact:
617,04,0 = 5(1
oanit = (L=llo(@)l)da+ D o(a)(a) (Z /Aa,a(S)eé,aas,n>
acAct s

. . ’
implies €, o, = sup, €5 o.n
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Schedulers
Main Theorem
Task Schedulers

Schedulers vs. Task Schedules

Theorem

Let u € Prob(Frags*(A)) have support consisting of incomparable
fragments, and let p be a task schedule. Then there is a scheduler
0,: Frags*(A) — V(Act) such that Apply(u, p) = €5, .-
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Schedulers
Main Theorem
Task Schedulers

Schedulers vs. Task Schedules

Theorem

Let u € Prob(Frags*(A)) have support consisting of incomparable
fragments, and let p be a task schedule. Then there is a scheduler
0,: Frags*(A) — V(Act) such that Apply(u, p) = €5, .-

In fact, for p = > pu(a)da and p = p' T, the scheduler o, is deterministic:

5aus(a),r if &« € At N'supp p,
op(a) =S o,(a) if o,(a)#£0,
0 otherwise.

p = T1--- infinite implies 0, = U, o13...7,.
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Schedulers
Main Theorem
Task Schedulers

Schedulers vs. Task Schedules

Theorem

Let u € Prob(Frags*(A)) have support consisting of incomparable
fragments, and let p be a task schedule. Then there is a scheduler
0,: Frags*(A) — V(Act) such that Apply(u, p) = €5, .-

Corollary Let A be a Task PIOA.

m For each task schedule p, there is a deterministic task scheduler o,
satisfying
Apply(dsy, p) = €565, -
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Schedulers
Main Theorem
Task Schedulers

Schedulers vs. Task Schedules

Theorem

Let u € Prob(Frags*(A)) have support consisting of incomparable
fragments, and let p be a task schedule. Then there is a scheduler
0,: Frags*(A) — V(Act) such that Apply(u, p) = €5, .-

Corollary Let A be a Task PIOA.

m For each task schedule p, there is a deterministic task scheduler o,
satisfying
Apply(dsy, p) = €565, -

m tdist(A) C {trace(es,s, ) | o deterministic scheduler}.
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Explaining £(R)

Simulation Relations

Simulations

Recall

(PllAdv([€) = (FIIZ]|€)

For us,
tdist[P||.Adv||E] C tdist[F||Z|€]
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Explaining £(R)

Simulation Relations

Simulations

Recall

(PllAdv([€) = (FIIZ]|€)

For us,

tdist[P||Adv||€] C tdist[F||Z||£]
Let (Ai, Ri) be two task PIOAs and let f: Ri x R1 — R5 be a function. We
define full(f): Ry — R> by

() = ()
Rll(F)(pT) = full(F)(p)F(p, T)

Mislove et al Domains and Task PIOAs



Explaining £(R)

Simulation Relations

Simulations

Recall

(PllAdv]|€) ~ (FIIZ]€)
For us,
tdist[P||.Adv||E] C tdist[F||Z||€]
R C Prob(Exec(A1)) x Prob(Exec(Az)) is a simulation if
B (p1,pu2) € R = tdist(pa) C tdist(p2)
= (650,1,55012) eER
m (3F: Ri xRy — RE)(¥p € RE(VT € Ry)
(1, p2) € R A supp(ua) S p A supp(p2) € full(f)(p)
= (Apply(u1, T), Apply(p2, full(f)(p, T)) € £(R)

Mislove et al Domains and Task PIOAs



Explaining £(R)

Simulation Relations

Simulations

Recall

(PllAdv([€) = (FIIZ]|€)
For us,
tdist[P||.Adv||E] C tdist[F||Z|€]

Theorem (Canetti, et al)
Let A; and A, be comparable task-PIOAs that are closed and action-
deterministic. If there exists a simulation relation from A; to A, , then

tdist(A1) C tdist(Az).

Mislove et al Domains and Task PIOAs



Explaining £(R)

Simulation Relations

Expansions and Monads

(X,Zx), (Y, Xy) measure spaces, R C X x Y. The lift of R is
R CVX x VY defined by

(e X, 5,0,) €R & 3t: X x Y —[0,1] with
o =3, tlx,y) (vVx)
o Y t00y) <5 (W)
o t(x,y) >0 = (x,y) €R
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Explaining £(R)

Simulation Relations

Expansions and Monads

(X,Zx), (Y, Xy) measure spaces, R C X x Y. The lift of R is
R CVX x VY defined by

(e X, 5,0,) €R & 3t: X x Y —[0,1] with
o =3, tlx,y) (vVx)
o Y t00y) <5 (W)
o t(x,y) >0 = (x,y) €R

But, (X, Xx) a measure space implies VX is a measure space
And R C VX x VY implies R C V(VX) x V(VY)
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Explaining £(R)

Simulation Relations

Expansions and Monads

(X,Zx), (Y, Xy) measure spaces, R C X x Y. The lift of R is
R CVX x VY defined by

(e X, 5,0,) €R & 3t: X x Y —[0,1] with
o =3, tlx,y) (vVx)
o Y t00y) <5 (W)
o t(x,y) >0 = (x,y) €R

But, (X, Xx) a measure space implies VX is a measure space
And R C VX x VY implies R C V(VX) x V(VY)

(1,v) € E(R) & (AW, V) €R) p= [dp' A v=[d
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Explaining £(R)

Simulation Relations

Expansions and Monads

(X,Xx),(Y,Zy) measure spaces, R C X x Y. The lift of R is
R CVX x VY defined by

(Xox x0x, 22, 5y0y) € R < 3t: X x Y — [0,1] with
o =3, txy) (W)
o > tlx,y) < s (Vy)
o t(x,¥) >0 = (x,y) €R

But, (X, Xx) a measure space implies VX is a measure space
And R C VX x VY implies R C V(VX) x V(VY)

(mv) € E(R) & B\ V) €R) = [/ A v= [ di

V: Meas — Meas is a monad, and R — E(R) utilizes the lifting and
multiplication of the monad.
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Summary and Future Work

m Gave outline of how domain theory can clarify structure of
Task PIOAs.

m In particular, task schedulers, the measures they induce and
their relation to task schedules emerge more clearly.
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Summary and Future Work

m Gave outline of how domain theory can clarify structure of
Task PIOAs.

m In particular, task schedulers, the measures they induce and
their relation to task schedules emerge more clearly.

m More about the use of the monad V

m Application to Dining Cryptograhers

m Application to other protocols, combining the UC of oblivious
transfer due to Canetti, et al.
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