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The Security Picalculus and Non-interference
(Extended Abstract)
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Abstract

The security -calculus is a typed version of the asynchronous -calculus in which
the types, in addition to constraining the input/output beh aviour of processes, have
security levelsassociated with them. This enables us to introduce a range diyping
disciplines which allow input or output behaviour, or both, to be bounded above or
below by a given security level.

We de ne typed versions ofmay and must equivalences for the security -calculus,
where the tests are parameterised relative to a security lex. We provide alternative
characterisations of these equivalences in terms @fctions in context; these describe
the actions a process may perform, assuming the observer ismstrained by a given
typing environment.

Using these alternative characterisations we prove non-irerference results with
respect tomay and must testing. These show that information ow between security
levels can be controlled using our typing systems.

Keywords: Distributed Systems, picalculus, security types, non-inerference,
testing equivalences.

1 Introduction

The asynchronous -calculus, [2,18B], is a simple formalism for describing €is
tributed processes. It presupposes a set of channel namesotigh which
processes communicate. Thug?(X ) P is a process which inputs some value
on the channela, and executes the bodyP in which X has been substituted
by the value v, while output on the same channel is denoted bglhvi. These
two primitives, together with operators for parallelism,j, repetition, , and
channel scoping, fiewn) , make the -calculus a very powerful language. For
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example the termP,
req?(x;y) (newr) sthx;rij r?(z) y'tei

describes a process which repeatedly receives a request lo& ¢hannelreq
consisting of a value, bound tx, and a return channel, bound toy. This value

is in turn sent along the channek, presumably serviced by some independent
server, together with a private return channel, generated speci cally for this
purpose. A response is awaited from the service, on the reglyannelr, which

is then forwarded on the original return channey,.

Numerous typing systems have been developed for this langea[17.213,24].
Most are based on judgements of the form ~ P indicating that the process
P is well-typed with respect to the channel environment , whch associates
capabilities with the free channel names d?. Usually these capabilities are
some elaboration of

read capabilities rhTi: the ability to read values at type T from a channel
write capabilities whTi: the ability to write values at type T to a channel

For example let A denote the tuple type int ;whinti); a value of this type
will consist of a pair, the rst element of which is an integerand the second
a channel on which integers may be written. If associates # type rhAi
with the channel req and the type whAi with s, we would expect the above
term, P, to be well-typed with respect to . However for this to be true the
local channelr needs to be generated with the write capabilityhnt i, to be
sent along the channek, and the read capabilityrhint i, which is used by the
process itself. Thus if we were to annotate all bound namesamariables with
their required types we would obtain the annotated term

req?(x;y) : A (newr :R) shx;rij r?(z) y'(z)

where R is the typefwhnt i;rhint ig, more usually written asrwhinti. This
term is well-typed with respect to the above mentioned envenment .
Intuitively the use of types constrains the behaviour of proesses, ensuring
no misuse of channels. By de ning sophisticated forms of tys process be-
haviour can be more or less constrained, while at the same #rthe advantages
of well-typing can be preserved. For example a form of polymghism is in-
vestigated in [17], while in[[111] security levels are assat@d with capabilities,
to obtain so-calledsecurity types Suppose we have two security levels, high,
denoted bytop, and low, denoted bybot. Then we would have capabilities of
the form rigp NTi; rpethTi; WiopHTT; Woot T T, Where T in turn is a security type.
By varying the precise de nition of a security type we can ehlier implement
resource access contromethodologies, or ensure forms afon-interference
[L[Z[6]. In this paper we will be concerned with the latter, sing a mild varia-
tion of the | -types of [11]; essentially types are sets of read/write cabilities,
where in addition each capability is annotated by a securitjevel taken from
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some complete lattice . We will refer to the asynchronous-calculus, aug-
mented with these types, as thesecurity -calculus

The statement of non-interference results requires some widon of pro-
cess behaviourintuitively a system is interference-free if its low levebehaviour
is independent of changes to high-level behaviour. The matiopic of this pa-
per is an investigation of the notion of behaviour of processelative to a
security level, for the security -calculus.

Process behaviour is relative to some typing environment rad therefore
we wish to develop a relation of the form . P ' Q meaning, intuitively, that
in the typing environment , both P and Q exhibit the same -level behaviour.
By this we mean that a -level observer will be unable to discern a di erence
betweenP and Q. For example low-level observers will be unable to see any
high-level actions performed byP; Q. But more importantly we assume that
these observers are constrained by the typing environment and therefore
actions disallowed by this environment will also be invisie to observers.

In this paper we investigatemay and must testing equivalences/115,8], for
the security -calculus. In particular we give an alternative charactesation
of these behavioural equivalences which, as might be expatfrom [1%,8], are
based on the (asynchronous) sequences of actions that a @sscan perform.
But here these sequences are relative to both a security lewd a typing
environment.

These actions, which we calhctions in context take the form

P! opo

indicating that the processP can perform the action to interact with some
-level observer constrained by the environment ; this acbn a ects the
processP but may also change the the typing environment of the obsemn
process, from to ©°
The remainder of this extended abstract is organised as folNs. In Sec
tion B we formally de ne the types we use, together with the syax of the
security -calculus. This is followed with a range of typing systems.nlthe
most straightforward we have the judgements ~ P where is a type envi-
ronment, associating types to channel names and variableBhis means that
relative to , P uses its channels correctly as input/output devices, igner
ing their security annotations. We also have judgements ohé form ~ P
which indicates that in addition P uses channels with security leveat most
. Similarly we have a typing relation ~ P meaning that P uses channels
with at least security level . Indeed we can go further, designing relations
suchas , P or ™ P where theread capabilitiesor the write capabilities
of processes are independently constrained. For all of tleetyping relations
Subject Reduction is easily established.
Section[B is the heart of the paper. First the behavioural poeders and
equivalences are de ned, by adapting the standard framewqr[15[8], to the
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security -calculus. We obtain the relations

P’ may Q and . P omust Q

indicating that P and Q can not be distinguished, relative tomay/must ex-
periments respectively, by any testing procesbk such that ~ T; that is any
test running at security level at most , relative to the type environment.
This is followed by an exposition of the actions in context,exjuences of which
are used the alternative characterisation of 5, ; we also state a much more
complicated characterisation of st -

One bene t of having behavioural equivalences relativised security levels
is that non-interference results can be stated succinctlySection[4 contains
two such statements. The rst gives conditions ensure that

P' may Qimplies . PjH' ny QjK:

It turns out to be su cient to require that the read capabilitiesof P and Q
be bounded above by, thatis °, P;Q, and that the write capabilities of
H and K be bounded below by some 6 ,thatis ™ H; K.

This is quite a general non-interference result. For exanmlin the case

whereQ is P and K is the empty proces® we obtain
P ' may PJ H

indicating that, under the conditions of the theorem, the pocessH can not
interfere with the behaviour ofP.

This result is not true for the must equivalence. As explained in Sectidd 4,
this is because our types allow contention between processenning at dif-
ferent security levels over read access to channels. Howelvg restricting the
type system, to con ne read capabilitiesto a single security level, we show
that a similar result holds for' st .

In this extended abstract all proofs are omitted. They may bdound in
the full version of the paper,[9].

2 The Language

We presuppose a complete latticéSL; ;u;t ;top;boti of security annota-
tions, ranged over by ; ;::: . For each we assume a set dbasic typesat
that level, of the form B . If the security annotation is omitted, as inint,
then we assume it has security levddot; as we shall see values of these types
are available to all processes. Also, as explained in the fiatluction, a -level
channel type, for channels accessible to processes withusig clearance at
level , consists of a set of -level capabilities, i.e. a subset dfap . These may
either be a read capability, of the formr hTi, for some appropriate and T,

or a write capability, of the formw hTi. These capabilities are constrained by
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Fig. 1 Types

(rt -base)

B 2 Type

(rt -wr) (rt -rd)

A 2 Type A 2 Type

w hAi 2 Cap r hAi 2 Cap

(rt -wrrd ) (rt -tup)

S +in Cap . Ai 2 Type (8i)

————— S consistent

S 2 Type (A A) 2 Type
(u-wr) w hAI < w hBI ifB< A
(u-rd) r PAi < r HBi ifA< B
(u-base) B <B if

(u-res) fcapgzi < fcarfg 2, if (8j)(9i) cap < caff
(u-tup ) (A AK) < (Byyi::;By) if (8i) Aj < B;
The set of capabilities Cap isconsistent if

w hAi; w hBi2 Cap implies = and AisB
r PAi; r Bi2 Cap implies Ais B
w bAi; r hBi 2 Cap implies A< B.

consistency requirementsFor example since values with the capabilityv hTi
are written to by -level processes we require that T in turn be a-level type.
Types, i.e. sets of capabilities, are also constrained. Feimplicity in a

given type we only allow at most one write capability, and foreach level
at most one read capability at that level. More importantly we ensure that,
relative to security levels, onlywrite-ups, [4/1], are allowed by requiring that
if whli andr ohS are in a type then % the additional constraint that
T be a sub-type of S is well-known([1[7;12]. The formal de nibns of types
and capabilities, together with their subtyping relation are given in Figure[l.
These types correspond very closely to thietypes of [11]; the rule t -rd )
ensures that onlywrite-ups are allowed, from low-level processes to high-level
processes. But we allow multiple read capabilities, whichilvenable us to
be more exible with respect to allowing/disallowing readng from a channel
at di erent security levels. However subtyping is more resictive; unlike [11]
they can only be sub-typed at the same security levet; PAI < r hBi only if

= . Nevertheless this is compensated for in the existence of ltiple read
capabilities.
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Fig. 2 Syntax
XY = Patterns
P;Q = Terms
) X Variable
u'hvi Output
Xy X Tuple
u?(X :A) P Input (X ) P
if u= vthenP elseQ Matching
uv,w ;= Values
(newa:A) P Name creation
bv Base Value
PjQ Composition
a Name
P Replication )
X Variable
0 Termination
(ug; 2:: uk) Tuple
Example 2.1

The setf wyechint i; roochint i; rigphint ig is abot-level channel type, an element
of Type.; that is channels of this type may be transmitted onbot-level
channels. In turn these channels may be written to by &ot-level process
or read by either abot-level or atop-level process.

The type f wyothint i; riop hint ig restricts reading from the channel taop-level
processes, althouglot-level ones can write to it.

The set fwyphint i; rpechint i rgphint ig is not a valid type as it contains a
read capability at a lower level than its write capability.

The setfwgphint i; rphint ig is atop-level type but not a bot-level one; that
is, it is in Type,, but not in Type,,.

Proposition 2.2 For every , Type is a preorder with respect to<, with
both a partial meet operationu and a partial join t .

Multiple read capabilities in a type, such ag Wy hint i; ryechint i; rgphint ig,
allows processes at di erent security levels to read from ¢hsame channel. We
can eliminate such contention by using a restricted set of pes.

De nition 2.3  [Single-level Types] LetSIType be the least set of types ob-
tained by changing the condition on read capabilities in thee nition Figure LI
to read:

r hAi;r hBi2 Cap implies = and Ais B.

Note that these types still allow communication from low-leel processes
to high-level processes. We leave the reader to check thatte types, ordered
by < also has both partial meet and join operations.

The syntax of the (asynchronous) -calculus given in Figure[2, uses a
prede ned set ofnames ranged over bya;b;:::and a set ofvariables ranged
over by x;y; z. Identi ers are either variables or names. We also assume a set
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Fig. 3 Typing Rules

(t-id) (t -base) (t-tup)
(W< A bv2 B TvitAp (8D)
T UuiA " bv:B (v i) (A A
(t-eq)
(t-in) (t-out ) TUu:A;v:B
XA P T u:w bAI " Q
Tulr PAI T VIA ufu:B;v:Ag P
T u?(X AP ©ulhvi " if u= vthenP elseQ
(t-new) (t-str)
a:AT P " P;Q
" (newa:A) P " PjQ; PO

of basic valuesranged over bybv, each of which belong to a given basic type.
We assume the standard notions of free names and variablBP ) and fv(P),
respectively, and associated notions of substitution and-equivalence, , are
de ned as usual. Moreover the typing annotations on the bindg constructs
are omitted whenever they do not play a role, as will most ocaences of the
empty proces9). We also assume the standard reduction semantics fdosed
terms, usually refereed to aprocesses This is expressed in terms of a binary
relation over processes, de ned inductively via judgemesitof the form

Pl Q

See the full version[]9] for details, or indeed any standardference to the
picalculus such as[[21].

A type environmentis a nite mapping from identi ers to types. We adopt
some standard notation for describing them. For example, f@ny identi er
ulet ;u:A denote the obvious extension of ; ;u:A is only de ned if u is
not in the domain of . The subtyping relation < together with the partial
operatorsu andt may also be extended to environments. For example<
if for all u in the domain of , ( u) < ( u). We will normally abbreviate
the simple environmentfu:Ag to u:A and moreover usev:A to denote its
obvious generalisation to arbitrary valuesy; this is only well-de ned whenv
has the same structure as the type A.

The rst typing system is given in Figure [3, where the judgemats take
the form

P
Intuitively this means that the processP uses all channels as input/output
devices in accordance with their types, as given in . Itis tle standard typing
system for the -calculus, [17], adapted to our types; note that the secuyit
levels on the capabilities do not play any role.
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Fig. 4 Security Typing Rules

(It -eq)

(it -in) (it -out) Tu:A;v:B

XA P T VIA " Q

Tuir bAi T u:w bAI ufu:B;v:Ag" P

Tu?X AP © ulhvi ©if u= vthenP elseQ
(t -new) (It -str)

a:A° P TP Q

* (newa:A) P " PjQ; PO

We can also design a type inference system which not only eresthat
channels are used according to their types but also contralse security lev-
els of the channels used. One such system is given in Figllewhere the
judgements now take the form

P

This indicates that not only is P well-typed as before but in addition it uses
channels with security levelat most . (This corresponds to the typing system
used in [I1].) The only dierence is in the input/output rules, where the
security level of the channels used are checked. For example allvi only
if in the channel a can be assigned a security level , in addition to
having the appropriate output capability in .

We can also design a typing system

TP

which which ensures thatP uses channels with security levedt least . The
only change is to demand in the input/output rules that

(hl -in) (ht -out )
XA P T uiw bAI
Tu:r bAI T VIA
T Uu?(X AP ©ulhvi

We can provide further mix and matches. For example the typeystem
P

ensures that all channels from which values anead have a read capability
of at most ; the security level of the output channels is unexamined. T$
system is obtained by using the rules in the original Figuidd But with the rule

(t -in) replaced with (t -in); the output rule is left unchanged. In a similar
manner we can de ne relations |, P; * Pand ™ P.
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Theorem 2.4 (Subject Reduction) Let denote any of the relations
Ty v Ty W and suppose P. ThenP! Q implies Q.

3 Behavioural Theories

A test or observeris a process with an occurrence of a new reserved resource
name! , used to report success. We Iel to range over tests, with the typing
rule ! !hifor all . When placed in parallel with a processP, a test may
interact with P, producing an output on! if some desired behaviour d? has
been observed. We write

Pmay T
if TjP! R for someR such that R can report successi.e. Rl ' ™. The
stronger relation

Pmust T

holds when in every computation
TiP! Ry! i1 Rp!

there is someRy; k 0, which can report success.

We can obtain a testing based behavioural preorder betweemnogesses by
demanding that they react in a similar manner to a given classf tests. Here
we choose the class of tests which are well-typed and use ahela from at
most a given security level ; that is we require that processes react in the
same manner to all testsT such that ~ T.

De nition 3.1  [Testing Preorders] We write . P @, Q if for every test
Tsuchthat ~ T,P may T impliesQmay T.

Similarly . P @, Q means that for every suchT, P must T implies
Q must T.

We use' may and' myst denote the related equivalence relations.

So for example setting to bebot, .yt P ' may Q means that in the type
environment , P and Q are indistinguishable by low-level observers, from a
may testing point of view.

The aim of this section is to outline alternative charactegations of these
equivalences. It is well-known,[1156]8], that testing equivences are closely
related to the ability of processes to perform sequences aftians. We have
explained in the Introduction that here we need to relativie these sequences
to security levels and a typing environments for the obserie

The rules for the Context LTS are given in Figurdb. The judgeents take
the form

P 0 po (1)
This judgement should be understood as expressing the fatiat:
9
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Fig. 5 Context LTS

(c-out)

rbAi2 (a)
.allvi® uviA. 0
(c-in)
w PAi 2
T VIA
.a?(X:B)P aw Pfxj
(c-open)
;bi>  pr@av. 0 po b6 aje
. (newb:B) P 1(®av 0 p0 b2 ifn(v)
(c-weak )
;b:B_P!(e:C)a?\/ O.PO
p 1(bBer€an 0 po b6 aje
(c-red)
P1 PO
P! PO
(c-ctxt )
P o po
P | 0 ijO
P o po
b 62X
P jQ! O.POjQ n( ) 62n(Q)
.QjP! °0.Q jP°
a:A.P ! O;a:A_pO o
a
. (newa:A) P! . (newa:A) P° )

The processP, when run concurrently with any observing proces$ such
that ° T, can perform the action . This will transform P into P°and
may also transform the type environment of the observing pozss to °

These actions can take three forms:

internal move: P! . P °This corresponds to an internal move by
P, which does not depend on its environment. These moves arengetely
determined by the reduction semantics.

input move: P 1(&:0ax 0 p OHere the observing process sends a value
v, possibly constructed using the new values at type C, to P; the type
environment of the observing process will be augmented witthese new
values. An appropriate write capability ona is required of the observing
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Fig. 6 (asynchronous) Traces in Context

(tr - )

P o po (tr -)
0 pOf 00 p o0
P 5 ©Opwo P = P
(tr - )
P10 poO

OPOZF OO'POO
P =)S OO.POO

(tr -async in)

w hAi 2 (tr -async weak )
T VIA ;b:B. P =0 L
. . : ; a, €
P EY P jaltvi  p Befay 0 po
process for the action to take place; see the rule{n).
output move:  .P1(®3 0 pOHere P sends a valug, constructed using

new valuesc;-along the channela to the observing process; typically the
observers type environment will be augmented with knowlede ofv. This
is implemented via the rules ¢-out ) and (c-open), which uses thetop
type > to denote the type consisting of the empty set of capabilitie note
that this dominates all channel types in the subtyping relabn.

In the judgements [1) above it should not be assumed th& can be typed
in ; indeed in the rules of Figure[d it is not even assumed thathe process
terms are even typeable. Intuitively we expect the proces$s to be well typed
in some environment and that represents that part of whic h is known
to the user. This motivates the following de nition.

De nition 3.2  The pair .P is said to be acon guration if there exists an
environment such that

<
domain() = domain()
CP

One can check that con gurations are preserved by the relatns de ned

in Figure [3; in the sequel we will refer to such judgements, plied to con g-
urations, asactions in context

It is worthwhile noting that in actions in context, (L) above, the new ob-

servers environment °is not in general determined by the initial con guration

. P, unlike in [IU]. This arises because of the rulé {out ) in Figure B. In
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general (@) may contain two read capabilities,r ;hA;i and r ,PA,i, in which
case ° may take either of the forms u v:A; or u v:A,. However by
restricting ourselves to single-level types this problemogs not arise.

We say is a single-levelenvironment if it only uses single-level types.
For such environments we can de ne the partial predicate after s with the
property that in every action in context, () above, if is single-levelthen ©°
must be after s; see the full version[[9] for details.

It is well-known that may testing is related to the ability of processes
to perform sequences of actions, but in an asynchronous lalage we must
consider some form of asynchronous sequences. In the presentext this
means generalisingctions in contextto (asynchronous) traces in context

De nition 3.3 [Traces] Let .P =} 0. P %be the least relation which
satis es the rules given in Figurd®.

Theorem 3.4 (Alternative Characterisation of May Testing) Suppose
P and .Q are con gurations. Then . P @y Qifandonlyif .P =}

implies .Q =}

The extra ingredients required to capture must testing, in ddition to
traces, are well-known from[[15]8]; they include aonvergence predicatein-
dicating that a process has no internal in nite computatiors, and acceptance
sets indicating the next possible actions in which a process camgage. Here
these need to be generalised from processes to con gurasipthey must also
be relativised to security levels.

De nition 3.5 [Convergence] We say the con guratiorC convergeswritten
C +, if there is no in nite sequence of derivations

circ ;! I C !

This relation is then parameterised tosequences in contexand security levels
by

T C+ "ifC+

s= s® C+ sif C+andwheneverC=) C°C+ s°

Note that for a con guration .P whether or not it converges is actually
independent of the typing environment . However convergere relative to a
sequence in contexis in general dependent on these environments.

We now adapt the de nition of Acceptance sets[d], to the security -
calculus. First let

O (O=faljoviC!? ¢
and
R (O=fa?jo9v:iC ® g[O (O:
De nition 3.6  [Acceptance sets] For a con gurationC, let A (C;s), its -
12
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level acceptance set aftes, be de ned by

fR (C)jCs} CBg

Similarly let its output acceptance set aftes be given by

fo (O)jCc=f Cuy

Note only acceptance sets fronstable con gurations, con gurations C° such
that C°6 , are used.

The security -calculus isasynchronousand therefore, as explained iri 3],
acceptance sets are too discriminating, when used to chaextse must testing;
to see this it is su cient to consider the simple example

a?(x) 0 @pyst O

The same reference goes on to explain that the useaftput acceptance sets
must also be relativised to sets of input actions, which we moexplain.

Input Completions. We usel (C) to denote the set of input actions which
the con guration C can perform at level , fa?vjQ " g. More generally
we usel to denote an arbitrary multi-set of input actions, c(l) to denote
fa?ja?v2 1 gandt(l) its converse,f aljanv 2 | g.

Then &, is de ned to be the least relation which satis es

Cl6 andl (OQ\ I =; impliesC&, C
C3 Cand C&, Cimplies C &,y j; C°

Intuitively C°& , C' means that C can evolve to a stable con gurationC° by

performing a subset of the input actions in the multi-setl ; moreover this
subset is maximal in the sense tha€® can not perform any of the remaining
actions.

De nition 3.7  [Asynchronous acceptance sets] For a con guratiog, let
O, (Cs), its -level asynchronous acceptance set afterrelative to the multi-
set of input actions|, be de ned by

fO,(jcy ; &,

With one nal notational convention we can mimic the alterndive charac-
terisation of must testing from [3]. We write allows a?vif ~ alhvi; this is
generalised to sets of actions in the normal manner.

De nition 3.8 Let C, D be con gurations of the form .P, .Q respec-
tively. Then C D if for every s,
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C +simpliesa) D + s
b 8D 2A (D;s);8l suchthatc(l)\ D = ; and
( after s)allows I;
9020,(Cs)suchthatO ¢(l) D:

Theorem 3.9 Let be a single-level environment such that both. P and
.Q are con gurations. Then . P @, Qifandonlyif .P .Q.

4 Non-Interference Results

In this section we reconsider the approach taken to non-intierence in Section
4 of [T1]. The essential idea is that if a process is well-tyghat a given level
then its behaviour at that level is independent of process&snning at higher
security levels"; or more generally \running at security leels independent to
". A particular formulation of such a result was given in Theoem 5.3 of [T1]:

Theorem 4.1 If ~ P;Qand °,, H;K, whereH; K are -freeprocesses,
then . P' may Qimplies . PjH' nay QjK.

Here, because of our more re ned notions of well-typing, anthe charac-
terisation result Theorem[(3:# we can give o er a signi cantmprovement on
this theorem, and moreover the formulation is actually east.

Let us say that the security level is independent of if 6 . We can
ensure that a proces$i is \running at a security level independent to " by
demanding that =~ H, for some independent of . In fact we will only
require the weaker typing relation ™ H. This ensures that all the output
actions of H are at a level independent of , as can be deduced from the
following property:

Lemma 4.2 Suppose ™ H. Then .H ! |, where is an output action,
implies

De nition 4.3  We say a proces$l is -high with respectto if ™ H for
some independent of .

We can now state our rst non-interference result. Note thait applies to
processes such that | P; Q rather than the more restrictive =~ P; Q, as
in Theorem[Z41; only their input actions need to be at level atmost

Theorem 4.4 (Non-Interference 1) Suppose ', P; Q. Then

P @ Qimplies . PjH @,y QjK
for all -high processe#i; K .

Non-interference with respect tomay testing equivalence gives a certain
level of assurance that there is no information ow from higHevel processes
to low-level processes. But it has been argued inl [5] that th&ronger the
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equivalence used in the formulation of interference-freess, the more we can
be assured that high-level information can not be leaked. Aexample may be
found in [4] where it is argued that the ability of a low-levelser to observe the
potential absenceof actions may result in an undesirable ow of information.
Our second non-interference result, which relies on the dlaaterisation theo-
rem Theorem[3D, addresses this problem as it is expresseddrms of must
testing equivalence; this is sensitive to potential deadi&s, and therefore the
potential absence of actions.

First note that Theorem &2 is no longer true wher@,,, is replaced by
@t , as the following example shows.

Example 4.5 Let A; B denote the typesf Wy hi; rpechi; riophig and f rigp hig
respectively. Further, let map ato A and n to the type f Wyo hAT; rpot AT Tiop BIg .
Now consider the processd® and H de ned by

P ( nlhaij n?(x:A) xthi H( n?(x:B)0
It is very easy to check that °,,, P and ™* H. However
; -bOtPjO@nustPjH

because of thebot level testa?() ! !hi.

The presence or absence &f determines whether or not there is read
contention on the channeh, which in turn in uences the deadlock capabilities
of P with respect to the channela.

Here the problem is the type of the channet; it may be read at both level
bot and top. Note that such examples, where there is contention between
reads at di erent levels, can not be expressed in thein calculus, [4].

A not unreasonable restriction would be to require that theead capability
of channels be con ned to a particular security level, usingingle-level types.
This would not rule out inter-level communication, but simgy control it more
tightly. This restriction can be enforced requiring the type-checking to use
single-level types and forbidding high-level processes tead from low-level
channels.

De nition 4.6 We say a procesdH is strong -high with respect to if
" H for some independent of .

Theorem 4.7 (Non-Interference 2) Suppose |, P; Q, where is asingle-
level environment. Then

P @us Qimplies . PjH @ QjK
for all nite strong -high processe#i; K .

Note that we must restrict our attention to nite H and K since must
testing is sensitive to divergence; iH is a divergent term then we could not
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expect . PjO' qust PjH to hold when P is a convergent term. This
problem is avoided by restricting attention to nite terms, which can never
diverge.

5 Related Work

A general overview of the use of static analysis techniquesénforce information-
ow policies may be found in [Z0]. Useful surveys of researghto non-
interference in process languages are given [AC[%,39] Much of this work
is behaviour based; systems are deemed to be interfereneefif their trace
sets, sequences of actions labellbdyh or low, satisfy certain properties. Here
we use a more extensional approach, saying that a system iteiflerence-free if
low-level observers are unable to discern the presence oseace of high-level
components. There must, of course be some connection betweerr de ni-
tion and at least one of the behavioural de nitions in the lierature. However
the comparison is not straightforward. The de nitions, in mpers such as
[18[5] are for very simple untyped versions of CCS or CSP, wehimuch of the
power of our approach comes from the use of types for the moophkisticated
-calculus.

In [14] a type system is given which guarantees non-interéarce with re-
spect to an extension of the -calculus; moreover non-interference is expressed
with respect to a barbed congruence. However the languageedsis a con-
siderable extension of the -calculus, with operators for selection based in-
put/output, based on disjunctive patterns, and it is the belaviour of these
operators which are mainly constrained by the type system. He types used
are also very sophisticated. Unlike ours, which are simplynaotated versions
of the standard Pierce/Sangiorgi types,[116], they track ta use of channels,
using annotated a ne and linear types, and capture causal tationships be-
tween actions by a partial composition on these types, usirigeas based on
the graph typesof [24].

Finally [4], which uses security labels attached to messag@ the join
calculus to formulate non-interference, argues via an exate for the use of a
behavioural equivalence stronger thamay testing. The formulation usesveak
barbed congruencéut could have equally well usednust testing equivalence;
indeed it is di cult to envisage a practical scenario in whit there is some-
thing to be gained from assuming attackers have the extra pewassociated
with the former rather than the latter. We have also already pinted out (in
Example[£L3) that the join calculus can not be used to expres#tuations in
which there is read contention between di erent security Mels. Nevertheless
the approach used to develop a type system for the join calagl for detect-
ing information ow seems to be quite general and may be apphble to the
asynchronous -calculus.

3 For the use of types for other languages se&[22].
16
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